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1 Introduction

The idea of further abstruction of the SHA X-Realtime interface for several communication
channels and fieldbus systems, like serial communication, CANBus, Ethernet, is realized
by the SYBERA AddOn Software Libraries, so called RealtimeCores. All RealtimeCores
are based on the SHA X-Realtime system. The RealtimeCores are intended to fullfill
Realtime-Level-1, which means collecting and buffering data in realtime without loss of
data, as well as Realtime-Level-2, which means functional operation at realtime. Thus the
RealtimeCores usually require simple passive harware. One of the great benefits is the
adjustable scheduling time of incoming and outgoing data.

Application-Layer

X-GO Logic Control

[Application)

I | I I Protocol- Layer

EtherCAT ProfiNET Sercos I Ethernet IP GigE Vision MODTCP
Master Master Master Master Master Master
[Library] [Library]) [Library] [Library] [Library] [Library]

Transport- Laysr

Ethernet Core CANCore COM Core

[Library] [Likbrary) {Likrary)

SHA X-Realtime

(Likrary)
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Based on the increasing requirements of networking within the industrial area, the ethernet
communication plays a more and more important role for the control of devices. Different
ethernet standards are available for the bus related communication, like SERCOS,
Powerlink, EtherCAT, Ethernet/IP and Ethernet/IP. The communication principle is based
characteristically on a deterministic cyclic data-exchange and requires therefore for
devices deterministic Soft- and hardware control.

The SYBERA Ethernet/IP Master library allows the RT control of Ethernet/IP 10 devices.
The Open Master Library is based on the Ethernet Realtime Core. SYBERA provides
therefore a library called SHAEIPCORE for mastering the Ethernet/IP states and sending
and receiving of Ethernet/IP frames in realtime. The Open Ethernet/IP Realtime library
allows handling of Ethernet/IP data in realtime, without the need of an complex Ethernet/IP
management, nevertheless with the ability of interfacing all Ethernet/IP interface levels.

Create - Module Catalog Statian List
F-+h 1734-AENT Ethemnet Adapter F-1h 1734-AENTR/B Ethernet Adapter
EtherNet/IP - . - Logi Rack Exclusive Ouiner (345 per siot) [ Assembly Excusive Owner
Sess'on BB Logix Rack Listen Only (8-bit per slot] E! =1 1734-AENTR Ethemet Adapter
73 J Assembly Exclusive Owner H O VendodD  [0x UUU1]

Aszembly Listen-Only -0 Devicel ppe [0x000c]
l-=Ch 1734-AENTR ernel i 0 ProductCode [0x00c4]
BB Assembly Exclusi ner i < sahajorRef [0x03]
BB Assembly Listen-Only E O saMinorRef [0x0E]

- Lagix Rack Exclusive Owner (8-bit per slot] {0 MAC [00-00-be-ce-02-48]
BB Logix Rack Listen Only (B-bit per slat] -0 IP[192168.15)
1 < SubMet [255.255 255.0]

1
onnection Params [0x44640405]
O Path [20] [04] [24] [66] [2c] [64] [2¢] [85]
- [p 02T RPI [--]
- [ 02T Size [Output Size]
[» 02T Fomat [--]
[ T20RPI[-]
@ [ 720 Size [Input Size]
- [ 720 Famat [--]
[ ConfigO Size [--]
& Config Ref [-]
- [ Config] Size [~]
- & Configl Ref [Assembly Config]

aﬂ EH C"

p —
EE‘ EH ‘am
Connection | ¢
) orwardClose Request

ﬁ Scan Diag Refresh Cancel oK

The direct control of the fieldbus devices with a PC as controller hardware and the
operating system windows became relevant with the introduction of so-called realtime
extensions. An example therefor is the realtime extension of SYBERA that enables
ethernet update cycles upto 50 usec. The Ethernet based bus-communication differs not
only through a different protocol-specification, but rather also through the bus-topology.
While EtherCAT realizes a ring-topology, Ethernet/IP realizes a star-topology. The
Ethernet/IP realtime communication prefaces a defined Master/Slave-relation. With the
new realtime Ethernet/IP master the necessity of a separate controller-hardware falls. The
Ethernet/IP control can be realized simply by the PC and standard Ethernet adapters.
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1.1 Product Features

* Ethernet/IP Configurator

» Multi Connection Management

» Support of Realtime Class 0 and 1
» Sampling upto 100 usec
 Ethernet/IP Service Interface

* High-/Low-Level interface

* Error Management

* Diagnostics

» Sequence Log

1.2 Supported Platforms

e Visual C++ (from Version 8)
e CVI LabWindows

1.3 Supported OS

o Windows XP, VISTA, 7, 8 (32 / 64 Bit)

1.4 Reference Devices

Allen Bradley AENT/R 1734
Allen Bradley OB4E

Allen Bradley IB4E

Burkert Valveisland 8640
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2 Ethernet/IP Library Installation

For installation following steps are required:

Preparation

1. Provide a PC with INTEL or REALTEK Ethernet adapter and Windows operating
system with administrator rights

2. Check the installed Ethernet adapter has given a correct IP address

Installation
3. Install SHA realtime system (separate software package)
4. Install ETH transport library (separate software package)

5. Run the program SYSETUP64 of the Ethernet/IP library
(make sure the directory path has no space characters)

On Installation the PEC information (PID, SERNUM and KEYCODE) must be entered.
The PID for the evaluation version is 11223344, the SERNUM is 11223344, the
KeyCode therefore is: 00001111-22223333

6. Optional: Check license with SYLICENCECHECKG64.EXE

Operation
7. Run EIPCONFIG64.EXE
8. Build the program with the library interface

9. Run the program

Note: After finishing installation, you must reboot your PC before starting the compiler !!!.

Note: In order to operate SYBERA software under Windows 8, 7, VISTA, it must be
started with ADMINISTRATOR priviledges.
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Note: For proper operation, make shure within the BIOS the INTEL Speedstep
Technologie, the INTEL TurboBoost Technologie as well as the INTEL C-STATE
Technologie is turned off.

Enhanced SpeedStep — SpeedStep also modulates the CPU clock speed and
voltage according to load, but it is invoked via another mechanism. The operating
system must be aware of SpeedStep, as must the system BIOS, and then the OS
can request frequency changes via ACPI. SpeedStep is more granular than C1E
halt, because it offers multiple rungs up and down the ladder between the maximum
and minimum CPU multiplier and voltage levels.

C1E enhanced halt state — Introduced in the Pentium 4 500J-series processors,
the C1E halt state replaces the old C1 halt state used on the Pentium 4 and most
other x86 CPUs. The C1 halt state is invoked when the operating system's idle
process issues a HLT command. (Windows does this constantly when not under a
full load.). CO is the operating state. C1 (often known as Halt) is a state where the
processor is not executing instructions, but can return to an executing state
essentially instantaneously. All ACPI-conformant processors must support this
power state. Some processors, such as the Pentium 4, also support an Enhanced
C1 state (C1E or Enhanced Halt State) for lower power consumption. C2 (often
known as Stop-Clock) is a state where the processor maintains all software-visible
state, but may take longer to wake up. This processor state is optional. C3 (often
known as Sleep) is a state where the processor does not need to keep its cache
coherent, but maintains other state. Some processors have variations on the C3
state (Deep Sleep, Deeper Sleep, eftc.) that differ in how long it takes to wake the
processor. This processor state is optional.

Intel® Turbo Boost Technology automatically allows processor cores to run faster
than the base operating frequency, increasing performance. Under some
configurations and workloads, Intel® Turbo Boost technology enables higher
performance through the availability of increased core frequency. Intel® Turbo
Boost technology automaticallyallows processor cores to run faster than the base
operating frequency Iif the processor is operating below rated power, temperature,
and current specification limits. Intel® Turbo Boost technology can be engaged with
any number of cores or logical processors enabled and active. This results in
increased performance of both multi-threaded and single-threaded workloads.
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2.1 Jitter Control

Since a notebook has a quiet different jitter behaviour than desktop systems, an enhanced
jitter control mechanism is required. Therefore SYBERA provides a registry entry called
“JditterCtrl”. This entry allows an adaptive iteration to the best jitter behaviour of the
notebook.

Datei Bearbeiten Ansicht Favoriten 7

-~ L NVIDIA Corporation
> -}/ ODBC
. Policies
. RegisteredApplications
| Secure
- 4 Sybera

Bl Symantec

[ L. Volatile
b SYSTEM
|, HEKEY_USERS
. HKEY_CURREMT_COMFIG

e

W

Mame

ab| (Standard)

e BoothemCached
s BootMemUnits

we| CorelD

.:‘_P] DestinationPath

3[’]Key[ode
ab| pid

4] SeqMemCached
4] SeqMemSize

:3'_’] SerMum

£

Typ

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ

Daten

00000000 (0)
00000000 (0)
Oic00DDD0O0E (6)
CHSHA

Cc000DO000 (0)
dddcleab-ab309463
ela%llee
00000000 (0)
000002000 (8192)
12345678

ComputertHKEY_LOCAL_MACHINENSOFTWARE\ Sybera\ SHA

Following values are valid:

No enhanced jitter control

whp=o

Enhaced Jitter Control, Step 1 (first choice together with BIOS settings)
Enhaced Jitter Control, Step 2 (for INTEL platforms only)
Enhaced Jitter Control, Step 3 (for INTEL platforms only, together with BIOS settings)
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2.2 Dynamic Jitter Compensation

SYBERA

™

SYBERA uses the procedure "Dynamic Jitter Compensation" with active and passive
feedback compensation within the realtime engine. Although the X-Real time engine of
SYBERA allows a native maximum Jitter of approx. 15 u sec (according to hardware
platform), this behaviour may be reduced below 3 usec by the dynamic jitter

compensation.

For compatibility reason on some platforms it may be required to disable the dynamic jitter
compensation. Therefore the registry value “NoJitterComp” has to be set to 1

Datei Bearbeiten Ansicht Favoriten

b ws2ifs|

- L wscsve
. WSDPrintDevice
. WSearch
. WsearchldxPi
, WSService
| WaUseny
; WudfPf
. wudfsve

|, WUDFWpdFs
; WUDFWpdMtp
. WwanSwe
. xmlprov
, XRTETH32

o ' Enum

- l. DriverDatabase
T HardwareConfig
) MountedDevices
; RNG
- |y Select
- Setup
b b WPA

€

>

~

Mame

ab] (Standard)
_‘i-'_i'rJAccErrPacket

b DisplayName

)| DriverMajorVersi...
4] DriverMinarVers...
74| ErrorControl

:?_'_’:] Group
ab|ImagePath

14| NdisMajorVersion
_?5'5':] MNdisMinorVersion
e MolitterComp
4| NoSpeed1G

4| OvraddrHigh

4] OvraddrLow

4] OvrindexLock

ab| Owners

4] Start

%4 Tag

| Type

<

Typ

REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_EXPAND_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_MULTI_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Daten

Or0DODD000 (0)
@oemd.inf,%5erviceMame? XRT Ethernet ol
0000000 (1)

0x0DO0D00T (1)

0w 0000000 (1)

NDIS
\SystemRoothsystem32\DRIVERS rteth32. sy
000000005 (9)

00000000 (1)

Cx0D00D00T (1)

0x0D0DD000 (0)

00005544 (21828)

0x33221100 (857870592)

000000000 (0)

cemd.inf

OxD00DD003 (3)

OrD000D01 ¢ (28)

OxD000D00T (1)

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\XRTETH32
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3 Creating a Stationlist

A Ethernet/IP fieldbus system consists of several station devices (typically buscoupler
devices). A station consists at least of one module (SLOT) and a module consists at least
of one submodule (SUBSLOT). For proper operation the Ethernet/IP devices needs first to
be configured (by Station Name and IP) and a native STATIONLIST for operating the
Ethernet/IP realtime library has to be created. Therefore SYBERA provides a program
called EIPCONFIG.EXE.

Module Catalog Station List
..{p 1734-AENT Ethemet Adapter --C.']:l 1734-AENTR/B Ethemnet Adapter
-0 Logix Fack Exchuzive Dwner [S-kit per slot] - Assembly Exclusive Dwner

E Logix Rack Lizten Only (8-bit per slot] El-=h 1734-AENTR Ethernet Adapter
B Assembly Exclusive Owner |1 e < WendorD  [0x0001]

BB Assembly Listen-Only | e < DeviceType [0000c]

Th 1734-AENTR Ethemnet Adapter | e < ProductCode [0x00:4]

-0 Assembly Exclusive Owner |1 e @ szMajorRef [x03]

B Aszsembly Ligten-Onle —p i e o gzMinoR ef [0x06]

B0 Logix Rack Exclusive Qwner [Sbitperslo) [ 1 e o MAC [00-00-be-cc-02-48]
-0 Logix Rack Listen Only (8-bit perslot] | © IP[192168.1.5]

----- 2 SubMet [285.255. 255.0]
----- < Gateway [0.0.0.0]
b

- Tnggen’Tlan port [DHD4D1 aoo2)
----- < Connection Params [0=44640403]
----- < Path [20] [04] [24] [6E] [2c] [64] [2c] [65]
----- [ 02T RPI[-]

- [ 02T Size [Output Size]

----- [ 02T Farmat [--]

----- [» T20RPI[-]

- [ T20 Size [Input Size]

----- [+ T20 Format [--]

----- [ Configl Size [--]

----- 3 Configl Ref [-]

----- [+ Canfigl Size [--]

- Configl Ref [Azzembly Config]

@ Scan | Diag Refresh Cancel Ok,

Note: Make shure a valid IP address is provided for the network connection.

Note: If the application fails to run, check if the lastest Microsoft XML Parser has been
installed. If not, install in the directory \APP\AMSXML\MSXML4
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EIPCONFIG allows creating a native stationlist by selecting connection modules from a
module catalog (leftside view). The catalogue get its entries by provided EDS files, which
must be present in the same directory as EIPCONFIG. A module is inserted to the station
list configuration (rightside view) by a DRAG and DROP operation (just drag a module
from the catalog to the station list configuration). There are two types of modules:

Th Device Module
5 Connection Module

3.1 Device Module

The device module keeps all information gathered from scanning the fieldbus, such as
station name, IP parameters, MAC address and other information. Therefore first task is to
collect information about the Ethernet/IP configuration by scanning the bus.

Module Catalog Station List
-1 1734-AENT Ethernet Adapter El-=1 1734-AENTR/B Ethemnet Adapter
- Logix Rack Exclusive Dwner [8-bit per slat] E-<h 1734-AENTR Ethernet Adapter

A Logiz Rack Listen Only [8-bit per slat)
---ﬂ Azzembly Exclusive Owner

M Aszembly Listen-Only

&-=h 1734-AENTR Ethemet Adapter
---E Azgembly Exclusive Owner

+ - Asszembly Listen-Only

70 Logix Rack Exchusive Dwner (8-bit per slot)
- Logix Rack Listen Only (3-bit per slat)

(-

[}

Scanning stations ...

F] Scan [}J Diiag Refresh Cancel ok
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3.2 Station Settings

The scan gets information about manufacturer name and MAC address. Now individual
assignment must set (e.g. IP address, station name). On a right button click at the device
module the property dialog appears.

Unigue Mame iStatiDrﬂ

Senal Mumber 11 O7FIE7E524

IF &ddress 1152_153_1_5 [z.B. 132168.0.2] * HARDWARE
° BOOTR
" DHCP

Subnet Mask 1255_255_255_|:| [z.B. 255.255.255.0)
Drefault Router iu_n_n_n [z.B. 0.0.0.0)

MAC Address iDEI-EID-I:u:-::::-DE-#E [z.B. 00-40-45-03-36-30]

TCP Puort ;D:,:‘l 2 [z.B. O=&F12)

Cancel I
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3.3 Station Diagnostics

The station diagnostics allows reading and writing of single attributes. Therefore select a
device module and press button DIAG.

Diagnostics: 1734-AENTR/B Ethernet Adapter IP: 192.168.1.6

C]

Clazzs  [hex] Instance [hex]  Atribute [hesx)

T (N G

Data Binary [z.8. 0011.22.33]
{03 00

Offzet Drata ASCI
i 2 IS tation2

Only Binary : Offzet = -1
Ornly ASCI : Offzet =0
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3.4 Connection Module

Each station typically consists of multiple connection modules. Connection modules have
to be inserted from the catalog by DRAG and DROP operations. A station configuration
must contain all functional modules in the correct order (in the order these modules are
physically connected). When inserting a module from the catalog, after dropping, it
appears at the end of the configuration list and must be pushed to the correct location. On
a right button click at the connection module the property dialog appears.

Set Connection Information M
Name J Assembly Exdusive Owner|
Path | 2004 2466 2c 64 2c 65
Trigger [ Transport Connection Parameters Default Assembly (Target)
Supp. Class [~ Class 0 : NULL oZr T20 [32Eit] : 1
¥ Class 1: Duplicate Supp. Size W fixed ¥ fixed [16 Bit] Chassis Size : 3
[~ Class 2 : Adknowledged [~ variable [ variable [8 Bit] T20 Alignment : 0
i [8 Bit] T20 Fixed Size per Slot : 1
[ Class 3 : Verified : :
: Header Type ™ Modeless ¥ Modeless [8 Eit] OZT Alignment : 0
I Class 4 : Non-Blocking ™ zeroData ™ 2er0 data [8 Bit] OZT Fixed Size per Slot : 1
[ Class 5 : Non-Blocking, Fragmentin
L 0 [ Heartheat [ Heartheat

[ Class 6 : Multicast, Fragmenting W 328t Run/idle [~ 32Bit Run/Idle

Trigger Type V¥ Cydic

[ Change ofSiate Connection Type [ NULL ™ MuLL
™ Multicast ¥ Multicast
[ checkehm ¥ Point to Point [ Point To Point
e ? l;f;:[?r::. Priority [~ Low [ Low
V¥ Exdusiv Owner L B
R, e b v scheduled ¥ scheduled
e I server RFI [usec] 2000 2000
Size lli ’10—' Selected Value ,3—‘
MimeCut
TickTime Multiplier TickINum lg—
I~ 1msec WV x4
[ 4msec ™ x32 Caned I SET |
W 1K msec [ x512
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The resulting stationlist is stored in a text file which must be provided to the Ethernet/IP
Master Library.

Sample:

> Device

[NAME ]

1734-AENTR Ethernet Adapter
[SERIAL NUM]

4e 61 bc 00

[TCP_PORT]

12 af

[MAC ADDR]

00 11 22 33 44 55
[IP_PARAMS]

cO a8 01 05 ff f£f£f ££f 00 00 00 00 00
[VENDOR ID]

01 00

[DEVICE TYPE]

Oc 00

[PRODUCT_ CODE]

c4 00

[REVISION]

03 02

>> Connection

[NAME ]
Assembly Exclusive Owner
[TICK TIME]
O0a

[TICK NUM]
02
[MULTIPLIER]
00
[TRANSPORT]
01

[02T PARAMS]
07 48
[OZT_FORMAT]
04

[02T RPI]

10 27 00 00
[T20 PARAMS]
Oc 28

[T20_ FORMAT]
00

[T20 RPI]

10 27 00 00
[CON_PATH]

20 04 24 66 2c 64 2c 65
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[ASSEMBLY PATH]
80 05 01 00 00 00 03 00 0O 01 00 01

> End

//Set stationlist file path
sprintf (EipParams.szStationFile, "c:\\eip\\stationlist.par");
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4 Ethernet/IP Realtime Master Library

The interface functions of the Ethernet/IP Realtime Master Library are exported by a
dynamic link library. Following header files and libraries are required:

SHA64EIPCORE.DLL Ethernet/IP Master DLL (VISUAL C++)
SHAG64EIPCORE.LIB Ethernet/IP Master LIB (VISUAL C++)
SHAEIPCOREOML.DLL Ethernet/IP Master DLL (BORLAND C++ / Delphi)
SHAEIPCOREOML.LIB Ethernet/IP Master LIB (BORLAND C++ / Delphi)
SHA64EIPCORE.H Exported Function Prototypes
EIP64COREDEF.H Ethernet/IP Basic Definitions

EIP64MACROS.H Ethernet/IP Macro Definitions
STATIONLIST.PAR Native Station List (generated by EIPCONFIG)
EIPDBG.LOG Sequence Log (generated at runtime)

Sample Project

[ Datei Bear cht Projekt Erstellen Debuggen Team Daten Extras Test Fenster Hilfe
P S B % AR 9 - - L5 | b |Debug ~| | win32

Projektmappen-Explorer MRl AB 1734 10.cpp X

(Globaler Giiltigkeitsbereich) = ]

X0Q|00] -,

-7 Projektmappe "AB_1734_10" (1 Projekt)
+ [J1AB_173410 -int _tmain(int argc, _TCHAR® argv[])
{zd Externe Abhangigkeiten { comE cMs s
1l Headerdateien char ActChar[4] = { "\\", "[", "/', "-" };
4 |7 Quelldateien tjjtg:g ;_= 9;
¢+ AB_1734_10.cpp :

¢ stdafx.cpp EIP_PARAMS EipParams;
[ Ressourcendateien memset (&EipParams, @, sizeof(EIP_PARAMS));
| ReadMe.bt EipParams.EthParams.dev_num = @;
1= Shab4EipCore.lib EipParams.EthParams.period = 100;
EipParams.EthParams.fpAppTask = AppTask;

/711! Set correct path to station list file !!!
sprintf(EipParams.szStationFile, "c:\\eip\\stationlist.par");

//Enable realtime core

if (ERROR_SUCCESS == Sha64EipCreate(&EipParams))

{
//Init global elements
__pUsersStack = EipParams.EthParams.pUserStack;
__pSystemStack = EipParams.EthParams.pSystemStack;
__pUserList = EipParams.pUserList;
__pSystemList = EipParams.pSystemlList;
__StationNum = EipParams.StationNum;
__fpEipEnter = EipParams.fpEipEnter;
_ fpEipExit = EipParams.fpEipExit;

&3] Projektmappen-Expl... [AEEEWNIUEREII 100 % ~ * m

Gespeicherte(s) Element(e)
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Sample Startup Protocol:

3 5 . = 1=} x
‘Fle Edt View Go Capture Analyze Statistics Telephony Iools Intemals Help
coAama BERXR Ae+»aTLIEE e #aDB% B
Filter:: E&pmsionm Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.00000000 Cimsys_33:44:55 Broadcast ARP 60 who has 192.168.1.157 Tell 192.168.1.11 o

2 0.00115800 Burkertw_00:00:88 Cimsys_33:44:55 ARP 60 192.168.1.15 is at dc:b0:58:00:00:88

5 0.0048200192.168.1-11 19.168.1.15 TCP 60 5?—44818 MK] e=10?3880534 Ack=353453375

6 0.00455700192.168.1.11 192.168.1.15 ENIP 82 Register Session (Req), Session: 0x00000000

7 0.01124900192.168.1.15 192.168.1.11 ENIP 82 Register Session (Rsp), Session: 0x00000001

8 0.01178500192.168.1.11 192.168.1.15 CIP CM 152 Forward open

9 0.01755700192.168.1.15 192.168.1.11 CIP CM 164 Success

10 0.02365000192.168.1.15 192.168.1.11 ENIP 66 Connection: ID=0x00000000, SEQ=0000000001

11 0.02587000192.168.1.11 192.168.1.15 ENIP 69 Connection: ID=0x5CA10001, SEQ=0000000001

12 0.03131000192.168.1.15 192.168.1.11 ENIP 66 Connection: ID=0x00000000, SEQ=0000000002

13 0.03386200192.168.1.11 192.168.1.15 ENIP 69 Connection: ID=0x5CA10001, SEQ=0000000002

14 0.03927800192.168.1.15 192.168.1.11 ENIP 66 Connection: ID=0x00000000, SEQ=0000000003 N
<[ i ] »
® Frame 8: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface 0 2

# Ethernet II, Src: Cimsys_33:44:55 (00:11:22:33:44:55), Dst: Burkertw_00:00:88 (dc:b0:58:00:00:88) T
# Internet Protocol version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.15 (192.168.1.15)
# Transmission Control Protocol, Src Port: 49957 (49957), DSt Port: 44818 (44818), Seq: 1073880562, Ack: 353453403, Ler|
# EthernNet/IP (Industrial Protocol), Session: Ox00000001, sSend RR Data
# Common Industrial Protocol
- CIP Connection Manager |
= Service: Forward Open (Regquest)
0... .... = Request/Response: Request (0x00)
.101 0100 = service: Forward Open (0x54)
= command Specific Data
sl o... = Priority: 0
eess 1010 = Tick Time: 10
Time-out ticks: 3
Actual Time out: 3072ms
0->T Network Connection ID: 0x00000000
T->0 Network Connection ID: 0x00000000
connection Serial Number: 0x0001 -

m

@ 7 Frame (frame), 152 bytes .. |Profile: Default
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4.1 Header File EIP64COREDEF.H

The header file EIPCOREDEF.H declares all required structures when handling
Ethernet/IP interface functions or handling the Core Realtime Stack directly (Realtime
Level2).

4.1.1 Structure EIP_PARAMS

This structure is required by the core interface functions, and contains all required and
optional input and output data members.

typedef struct EIP PARAMS

{
//Input parameters
char szStationFile [MAX PATH SIZE]; //Station list file name
UCHAR HostIP[IP ADDRESS LEN]; //HOST IP address

//Output parameters

ULONG ErrCnts; //Error Counters

FP_EIP ENTER fpEipEnter; //Function Pointer to EipEnter ()
FP EIP EXIT fpEipExit; //Function Pointer to EipExit ()
ULONG core dll ver; //Core DLL version

ULONG core drv ver; //Core driver version

//Input - Output parameters
ETH PARAMS EthParams; //Ethernet Core Parameters

//Realtime level2 parameters

ULONG StationNum; //Station Number

PSTATION INFO pSystemList; //PSTATION INFO structure for
//realtime application task

PSTATION INFO pUserList; //PSTATION_INFO structure for

//windows application task
} EIP_PARAMS, *PEIP PARAMS;

Note:

The structure ETH_PARAMS is part of the Ethernet Core Library and described in the the
documentation of this core libraray. Thus the Ethernet Core library must be installed first.
The required elements of the structure ETH_PARAMS must be used in the same way as
using the Ethernet realtime core.
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4.1.2 Structure STATION_INFO

This structure keeps all information of each Ethernet/IP modul and may be required for
further interface functions.

typedef struct STATION INFO

{

char UniqueName [MAX PATH SIZE]; //Unique device name

char ProductName [MAX PATH SIZE]; //Description of device

USHORT VendorID; //Device manufacturers Vendor ID

USHORT DeviceType; //Device Type of product

USHORT ProductCode; //Product Code assigned with
//respect to device type

TYPE16 Revision; //Device revision
// (Major / Minor Revision)

ULONG SerialNum; //Serial number of device

ULONG SessionHandle; //Session Handle

TYPEG4 SenderContext; //Sender Context

BOOLEAN bCipEncap; //Support of CIP packet
//encapsulation

BOOLEAN bCipClassUdp; //Support of CIP Class 0/1
//connections

UCHAR MacAddr[ETH_ADDRESS_LEN]; //MAC Address

IP PARAMS IpParams; //IP parameters

UINT PTR TcpSock; //TCP socket

TYPE16 TcpPort; //TCP port

USHORT Status; //Current status of device

USHORT ConNum; //Number of connections

STATION CON ConList[MAX CON NUM] ; //Connection list

UCHAR O2tData [MAX FRAME DATA]; //02T Data

UCHAR T20Data [MAX FRAME DATA]; //T20 Data

ULONG State; //Station State

ULONG Error; //Station Error

} STATION_ INFO,

Note:

*PSTATION INFO;

The most elements of the structure STATION_INFO will be automatically filled with the
provided Stationlist information. The elements InputFrameData and OutputFrameData
keep the payload data of the station.

SYBERA GmbH, Hohenzollernstr. 2, 71088 Holzgerlingen, Germany, Tel: +49-7031-411-781
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4.1.3 Structure STATION_CON

This structure keeps all information of each Ethernet/IP connection and may be required
for further interface functions.

typedef struct STATION CON
{

} STATION CON,

ULONG ConTime; //Connection Time

USHORT ConSerNum; //Connection Serial Number

UCHAR Multiplier; //Used to calculate request
//timeout information

UCHAR TickNum; //Used to calculate request
//timeout information

CON_TIMING Timing; //Network Timing Parameters

CON_TRANSPORT Transport; //Network Transport Parameters

CON_PARAMS O2tParams; //02T Connection Parameters

UCHAR O2tFormat; //02T Transport Format

ULONG O2tRpi; //02T Packet Rate Interval [usec]

ULONG O2tSize; //02T Payload Data Size

ULONG 02tConlID; //02T connection ID

CON_PARAMS T2oParams; //T20 Connection Parameters

UCHAR T20Format; //T20 Transport Format

ULONG T20Rpi; //T20 Packet Rate Interval [usec]

ULONG T20Size; //T20 Payload Data Size

ULONG T20ConID; //T20 connection ID

UCHAR ConPath [MAX PATH SIZE]; //Connection path data

ULONG ConPathlen; //Connection path length

UCHAR AssemblyPath [MAX PATH SIZE]; //Assembly path data

ULONG AssemblyPathLen; //Assembly path length

*PSTATION CON;
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4.2 Header File EIP64MACROS.H

This header file defines all macros required for handling the realtime Task

/IMacro to get EIP output data pointer

__inline PUCHAR _ GetO2tPayloadPtr (
PSTATION INFO pStation, //Station information
ULONG ConIndex) //Connection index

//Macro to get EIP input data pointer

__inline PUCHAR  GetT2oPayloadPtr(
PSTATION INFO pStation, //Station information
ULONG ConIndex) //Connection index
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Sample:

void static AppTask (PVOID)
{

ULONG ConIndex;

ULONG State;

//Check if initialization is done
if (__bInitDone == FALSE)
return;

//**************************************

//Call EIP enter function

PSTATION INFO pStation =  fpEipEnter (&ConIndex, &State);
if (pStation)

{

//**************************************

//Check station state
if (State == EIP_STATE_VALID)
{
//Check station unique name
if (strcmp (pStation->UniqueName, "Stationl") == 0)
{
PUCHAR pInData = _ GetT2oPayloadPtr (pStation, ConIndex):;
PUCHAR pOutData ___GetO2tPayloadPtr (pStation, ConIndex);

//Set input data to output data
pOutDatal[0] = pInDatal[0];
}

//Increase update counter
___UpdateCnt++;
}
else
//Set station state
pStation->State = EIP STATE ERROR;
}

//**************************************

//Call EIP exit function
_ fpEipExit();

//**************************************
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4.3 Debug Log File

The Ethernet/IP master library provides a buildin log sytem which produces a debug log
file called EIPDBG.LOG. This file contains nessecary information of the library sequence.

Sample:

EIPCORE64 -> Sha64EipCreate

EIPCORE64 -> CreateStationList
C:\XGO\StationList (AB1734) .par

EIPCORE64 -> LoadStationList
C:\XGO\StationList (AB1734).par

EIPCOREG64

EIPCORE64

EIPCORE64

EIPCOREG6G4
Station2

EIPCOREG6G4
Stationl

EIPCOREG4
Station?2

EIPCOREG6G4
Stationl

EIPCORE64

EIPCOREG64

->

->

->

DrvCreate
Sha64EipGetVersion
DrvGetVersion

Eip64EnableStation

Eip64EnableStation

Eip64DisableStation

Eip64DisableStation

Sha64EipDestroy

DrvDestroy

EIPCORE64 -> DestroyStationList
C:\XGO\StationList (AB1734).par

Ethernet/IP
Realtime Master Library
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5 Ethernet/IP Library Interface

The header file SHAEIPCORE.H defines all required prototypes and parameters of the
Ethernet Core Library. The header file is based on the files RAWCOREDEF.H and
ETHCOREDEF.H. In the following all function prototypes will be discussed by samples.
Since all platforms have their own syntax and dependencies, therefore the topics for the
different platforms are marked as follow:

. : Visual C++, Borland C++ Builder and CVI Lab Windows
DP : Borland Delphi

5.1 Basic Functions

5.1.1 Sha64EipCreate

This function initializes the Ethernet/IP module states. On success the returning value is
ERROR_SUCCESS, otherwise the returning value corresponds to that with
GetLastError().

B ULONG Shab4EipCreate (PEIP PARAMS) ;

5.1.2 Sha64EipDestroy
This function closes the Ethernet/IP communication.

B8 uLONG Shab4EipDestroy (PEIP PARAMS) ;

5.1.3 Sha64EipGetVersion

This function retrieves the version information of the Ethernet/IP Master Library, the
Ethernet Core Library, the Ethernet Core Driver, the SHA DII, the SHA Library and the
SHA Diriver.

B@ uLONG Shab4EipGetvVersion (PEIP PARAMS) ;
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Sample:

#include
#include
#include
#include
#include
#include
#include
#include

"stdafx.h"
<windows.h>
<stdio.h>
<conio.h>

:\ETH\eth32coredef
:\ETH\sha32ethcore

:\EIP\Eip32CoreDef

.h"
.h"

.hvv

c
"c:\EIP\Sha32EipCore.h"
c

#include "c:\EIP\Eip32Macros.h"
#pragma warning(disable:4996)
PETH STACK

PETH STACK
PSTATION INFO

__pUserStack =
__pSystemStack =
__pUserList = 0;

NULL;

NULL;
//PSTATION INFO structure for
//windows application task

PSTATION INFO  pSystemList = 0; //PSTATION INFO structure for
//realtime application task

ULONG ___StationNum = 0;

FP_EIP ENTER _ fpEipEnter = NULL;

FP EIP EXIT _ fpEipExit = NULL;

ULONG ___UpdateCnt = 0;

BOOLEAN __bInitDone = FALSE; //Initialization flag

UCHAR __InData = 0;

UCHAR ___Outbata = 0;

void static AppTask (PVOID)
{

ULONG ConIndex;

ULONG State;

//Check if initialization is done
if (__bInitDone == FALSE)
return;

//**************************************

//Call EIP enter function
PSTATION_INFO pStation =
if (pStation)

{

//**************************************

___fpEipEnter (&ConIndex, &State);

//Check station state
if (State == EIP STATE VALID)
{
//Check station unique name
if (strcmp (pStation->UniqueName,

{

"Stationl") == 0)

PUCHAR pInData
PUCHAR pOutData

=  GetT2oPayloadPtr (pStation,

ConIndex) ;
___GetO2tPayloadPtr (pStation, ConIndex);
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//Set input data to outputdata
pOutData[0] =  OutData = InData = pInData[0];
}

//Increase update counter
__UpdateCnt++;
}
else
//Set station state
pStation->State = EIP STATE ERROR;
}

//**************************************

//Call EIP exit function
_ fpEipExit();

//**************************************

//*******************************************
//*** MAIN SeCtiOl’l khkkhkhkhkkhkhkhkhkhkkhkhkhkkhkhkhkkhkhrkkhkrkhrkkk

//*******************************************

int tmain(int argc, TCHAR* argv([])
{

char ActChar[4] = { "\\', "[', '"/', '=' };
ULONG ¢ = 0;
ULONG 1i;

EIP PARAMS EipParams;

memset (¢EipParams, 0, sizeof (EIP_PARAMS));
EipParams.EthParams.dev_num = 0;
EipParams.EthParams.period = 100;
EipParams.EthParams. fpAppTask = AppTask;

//*****************************

//!'1! Set correct path to station list file !!!

sprintf (EipParams.szStationFile, "c:\\eip\\stationlist.par");
//*****************************

//Enable realtime core
if (ERROR_SUCCESS == Sha32EipCreate (&EipParams))

{
//Init global elements

__pUserStack = EipParams.EthParams.pUserStack;
__pSystemStack = EipParams.EthParams.pSystemStack;
__pUserList = EipParams.pUserList;
___pSystemList = EipParams.pSystemList;
___StationNum = EipParams.StationNum;
___fpEipEnter = EipParams.fpEipEnter;

__ fpEipExit = EipParams.fpEipExit;

//Set initialization flag
__bInitDone = TRUE;

//Get version information
Sha32EipGetVersion (&EipParams) ;
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//Display enumerated stations
printf ("Number of Stations: %$i\n", EipParams.StationNum) ;
for (i=0; i<EipParams.StationNum; i++)
printf ("%$i: %$s - %s\n", i,
__pUserList[i].UniqueName,
___pUserList[i].ProductName) ;

//Enable stations
for (i=0; i<EipParams.StationNum; i++)
Eip32EnableStation (& pUserList[i].IpParams);

//Wait for key pressed
printf ("\nPress any key ...\n");
while (!kbhit ())
{
//Print input payload information
printf ("In: [0x%02x] State:[%i] - UpdateCnt:[%i] [%c]\r",
__InData,
___pUserList[0].State,
__UpdateCnt, ActChar[++c%4]);

//Do some delay
Sleep (100);
}

//Disable stations
for (i=0; i<EipParams.StationNum; i++)
Eip32DisableStation (& pUserList[i].IpParams);

//Destroy EIP realtime core
Sha32EipDestroy (&EipParams) ;
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5.2 CORECMD functions

The low level interface provides all function to handle Ethernet/IP core commands

5.2.1 Eip64ScanToFile
Scan devices from bus to file

- ULONG Result = Eip64ScanToFile (char* pszFile);

5.2.2 Eip64SetStationlpControl
Set IP configuration Control (stored value, BOOTP, DHCP)

- ULONG Result = Eip64SetStationIpControl (
PIP PARAMS pParams,
ULONG IpControl);

5.2.3 Eip64SetStationIP
Set station IP address
B8 vioNG Eip64setStationTP(

PIP PARAMS pParams,
PUCHAR pIpAddr);

Note:

//Structure for IP parameters (declared in ETHCOREDEF.H)
typedef struct IP PARAMS
{

TYPE32 ip_addr;
TYPE32 subnet;
TYPE32 gateway;

} IP_PARAMS, *PIP PARAMS;
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5.2.4 Eip64SetStationName
Set station name

BB uLoNG Result = Eip64SetStationName (
PIP PARAMS pParams,
char* pszName) ;

5.2.5 Eip64EnableStation
Enable station

B8 uronG Fip64EnableStation (PIP_PARAMS pParams) ;

5.2.6 Eip64DisableStation
Disable station

B8 vioNG Eip64DisableStation (PIP_PARAMS pParams) ;

SYBERA

™
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5.3 ENCAP Functions
The low level interface provides all function to handle Ethernet/IP encapsulation services

5.3.1 Eip64Listidentify
Scan all station information from bus

B8 vLoNG Result = Eip64ListIdentify(
PSTATION INFO pStationList,
PULONG pStationNum,
ULONG MaxStationNum)

5.3.2 Eip64ListServices
List station capability flags

-ULONG Result = Eip64ListServices (PSTATION INFO pStation)

5.3.3 Eip64RegisterSession
Register session — This service must be first at all other services

B8 uroNG Result = Eip64RegisterSession (PSTATION INFO pStation);

5.3.4 Eip64UnregisterSession
Unregister Session — This service closes the active session

- ULONG Result = Eip64UnregisterSession (PSTATION INFO pStation);
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5.3.5 Eip64SendRRData

Send RR Data — This service encapsulates CIP commands.

.ULONG Result = Eip64SendRRData (
PSTATION INFO pStation,
PUCHAR pRegPacket,
USHORT RegPacketLen,
PUCHAR pRespPacket,
PUSHORT pRespPacketLen,
USHORT MaxRespPacketSize,
LONG TimeoutSec)
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5.4 CIP Functions
The low level interface provides all function to handle Ethernet/IP encapsulation services

5.4.1 Eip64ServiceGetAttributeSingle
This service gets a single device attribute.

-ULONG Result = Eip64ServiceGetAttributeSingle (
PSTATION INFO pStation,
PUCHAR pCipResp,
UCHAR ClassID,
UCHAR InstancelD,
UCHAR AttribID,
PUCHAR pData,
PUSHORT pDbatalen,
USHORT MaxDataSize,
LONG TimeoutSec)

5.4.2 Eip64ServiceSetAttributeSingle
This service sets a single device attribute.

.ULONG Result = Eip64ServiceSetAttributeSingle (
PSTATION INFO pStation,
PUCHAR pCipResp,
UCHAR ClassID,
UCHAR InstancelD,
UCHAR AttribID,
PUCHAR pData,
USHORT Datalen,
LONG TimeoutSec)

5.4.3 Eip64ServiceForwardOpen
This service opens the cyclic data exchange

.ULONG Result = Eip64ServiceForwardOpen (
PSTATION INFO pStation,
PUCHAR pCipResp,
ULONG Index)
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5.4.4 Eip64ServiceForwardClose
This service closes the cyclic data exchange

.ULONG Result = Eip64ServiceForwardClose (
PSTATION INFO pStation,
PUCHAR pCipResp,
ULONG Index)
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Sample:

EIP PARAMS EipParams;

memset (¢EipParams, 0, sizeof (EIP PARAMS));
EipParams.EthParams.dev_num = 0O;
EipParams.EthParams.period = 100;
EipParams.EthParams. fpAppTask = NULL;

//*****************************

//!'1! Set correct path to station list file !!!

sprintf (EipParams.szStationFile, "c:\\eip\\stationlist.par");
//*****************************

//Enable realtime core

if (ERROR_SUCCESS == Sha32EipCreate (&EipParams))

{
PSTATION INFO pStation = (PSTATION INFO)&EipParams.pUserList[0];
char szName [MAX PATH] = { 0 };

IP_PARAMS IpParams = { 0 };
UCHAR MacAddr = { 0 };

//Register session
if (ERROR_SUCCESS == Eip32RegisterSession(pStation))
{
//Send CIP services
Eip32ServiceGetAttributeSingle (
pStation, NULL,
0xF5, 1, 0x06,
(PUCHAR) &szName, NULL, MAX PATH SIZE, 3);

Eip32ServiceGetAttributeSingle (
pStation, NULL,
0xF5, 1, 0x05,
(PUCHAR) &IpParams, NULL, sizeof (IP _PARAMS), 3);

Eip32ServiceGetAttributeSingle (
pStation, NULL,
0xF6, 1, 0x03,
(PUCHAR) MacAddr, NULL, ETH ADDRESS LEN, 3);

//Unregister session
Eip32UnregisterSession (pStation);
}

//Wait for key pressed
printf ("\nPress any key ...\n");
while (!kbhit()) { Sleep(100); }

//Destroy EIP realtime core
Sha32EipDestroy (&EipParams) ;

SYBERA GmbH, Hohenzollernstr. 2, 71088 Holzgerlingen, Germany, Tel: +49-7031-411-781 Page 35



Ethernet/IP
’ }I n Realtime Master Library e

Documentation

O
Sybera Hardware Access

SYBERA Copyright © 2007 .

6 Realtime Operation

After enabling the Ethernet/IP system (ShaEipCreate) with a corresponding station list, the
realtime tasks become active. The application realtime task is decorated by Realtime
Wrapper functions:

//Call EIP enter function (Return: pointer to current station)

PSTATION INFO pStation = _ fpEipEnter (
&ConIndex, // OUT: Connection index of station
&State) ; // OUT: Station state

typedef PSTATION INFO (__Cdecl *FP_EIP_ENTER)(PULONG, PULONG) ;

typedef VOID (__cdecl *FP EIP EXIT) (VOID);

These wrapper functions are used to manage the realtime Ethernet/IP protocol
management, like ethernet frame update, error handling, stack management,... The
Ethernet/IP Library Realtime System itself is managed by syncronized states:

//Define EIP Wrapper States

enum EIP STATES

{
EIP STATE INIT = O,
EIP STATE ENABLED,
EIP STATE DISABLED,
EIP STATE VALID,
EIP_STATE ERROR

Get valid station state

if (pStation->State == EIP STATE VALID)
{

}r
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Sample

void static AppTask (PVOID)
{

ULONG ConIndex;

ULONG State;

//Check if initialization is done
if (__bInitDone == FALSE)
return;

//**************************************

//Call EIP enter function

PSTATION INFO pStation =  fpEipEnter (&ConlIndex, &State);
if (pStation)

{

//**************************************

//Check station state
if (State == EIP STATE VALID)
{
//Check station unique name
if (strcmp (pStation->UniqueName, "Stationl") == 0)
{
PUCHAR pInData = _ GetT2oPayloadPtr (pStation, ConIndex);
PUCHAR pOutData __GetO2tPayloadPtr (pStation, ConIndex);

}

//Increase update counter
__UpdateCnt++;
}
else
//Set station state
pStation->State = EIP STATE ERROR;
}

//**************************************

//Call EIP exit function
fpEipExit () ;

//**************************************
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7 Error Handling

The master library provides an error handling and tracing mechanism.

7.1 Debug LOG File
On execution the master library creates a sequence file EIPDBG.LOG in Text-Format

Note: This file is not accessible while the application is running

7.2 Event File

On execution the master library logs error event to the Windows Event Manager. The
master library logs Application and System events. These events can be exported to a file
and provided for support purposes.
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8 Related Documents
e manual_sha_e.pdf (SHA Realtime Library)
e manual_eth_e.pdf (ETH Realtime Library)
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